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Abstract 

  
This article investigates the rapid growth of China’s digital economy over a past 

decade, highlighting its strategic alignment with global economic competition 

and technological advancements. To foster its digital economy, China has 

focused on two core development paths i.e., Digital Industrialization, which 

modernizes the telecommunications, IT sector and Industrial Digitalization, 

which upgrades traditional industries through technology like IoT, cloud 

computing, and AI. This study examines how digital infrastructure development, 

leading in 5-G technology, and fiber optic network has contributed to significant 

growth in China’s digital economy. By 2021, China has surpassed its digital 

economy by $7 Trillion, ranking it at the second position, just behind the US. 

(Breifing 2023). Under President Xi’s “Digital China” initiative and preferential 

policies and regulatory reforms, China has successfully enhanced its digital 

infrastructure while confronting the challenges of cyber security and governance 

through a state-led model. This article provides a comprehensive analysis of 

China’s digital strategies, the impact on Industrial upgrading, and the critical role 

of cybersecurity, thus offering the valuable insights into future trajectories for 

International digital economic competition, technological progress and cyber 

governance.    

article employs a qualitative content analysis, relying on policy documents, 

strategic reports, and scholarly literature. In the midst of an increasingly 

competitive global economic order, China faces mounting cybersecurity 

challenges that not only test the resilience of its growth model but also shape its 

capacity to sustain influence as a leading actor on the world stage. Being the 

future of the global economic outlook, the digital economy will remain one of 

the key factors to propel the economic prosperity of China.    

Keywords  
digital economy, infrastructure, innovation, preferential policies, challenges, 
cyber security 

 

 

 

 

 
1 Associate Research Officer at Centre for International Strategic Studies, AJK. She is Gold Medalist in BS IR from 

Women University AJK. She is working on Cyber Warfare & Emerging Technologies.  

Correspondence Email: rimsham156@gmail.com 
2 Associated with MY University, Islamabad 
3 Director Strategic Projects, AJK. He is done Mphil.IR from MY University, Islamabad. Email. 

asghar.mehmood23@gmail.com 

 

https://doi.org/10.52015/jrss.13i2.283
mailto:asghar.mehmood23@gmail.com


Journal of Research in Social Sciences (JRSS)                           Vol. 13, No.02, June 2025                      

ISSN: 2306-112X(E);2305-6533 (P)                                                                 JRSS Pg 76-86  

 https://doi.org/10.52015/jrss.13i2.283                                                               

  

2  

 

Introduction: 

The information age has ushered in unprecedented connectivity and a wide range of economic 

activities, making business processes more accessible while reshaping the ways people access and 

use goods and services. Digital technological proliferation has brought numerous benefits, from 

the convenience of online purchasing to the rapid accessibility of goods at the doorstep. The 

globalization and digitization of economic architecture have also compressed spatial and temporal 

dimensions of interactions and engagements. The digital economy, built upon modern information 

networks that use data as the primary means of connectivity, has become a principal determinant 

of global economic growth (Zhang and Ran, 2023). Beyond scale, the digital economy enhances 

efficiency, high-quality production, and structural improvements across various economic sectors 

(Daud & Ahmad, 2023). Furthermore, digital economic practices have also shaped traditionally 

low-performing sectors, driving marked growth and profitability. Recognizing this transformative 

potential, China has embarked on an accelerated path of digital transformation to keep pace with 

developed global economies. While the global economic order largely favors neoliberal practices 

and free-market principles, China has selectively integrated these within a state-driven model, 

aligning its economic policies with the emerging global digital architecture to maximize both 

strategic and economic gains. 

Despite these advances, China faces critical challenges that threaten the resilience and 

sustainability of its digital growth trajectory. Rapid technological innovation, coupled with 

escalating cybersecurity threats and governance complexities, poses significant risks to economic 

stability and national security. The ever-growing geopolitical competition, particularly with the 

United States, adds further complexity to China’s efforts to secure its position as a leading digital 

economy. This confluence of challenges creates an urgent need for China to develop innovative 

strategies that balance technological advancement, economic development, and robust 

cybersecurity governance. 

This paper argues that China’s distinct model of digital development characterized by state-led 

digital industrialization and industrial digitalization effectively addresses these multifaceted 

challenges. By fostering indigenous innovation, constructing vibrant digital infrastructure such as 

5G and data centers, and implementing comprehensive cybersecurity measures under the “Digital 

China” agenda, China aims to strengthen its economic sovereignty while securing a competitive 

edge in the global digital economy. Through this integrated approach, China not only sustains 

rapid growth but also shapes emerging digital markets and standards in ways that are aligned with 

its long-term strategic interests. 

Innovative technologies such as cloud computing, artificial intelligence, and 5G have become 

principal drivers of the digital economy, transforming industries including manufacturing, 

medical, energy, and agriculture. In 2021, China’s digital economy reached a valuation of $7.01 

trillion, ranking second only to the United States (Breifing, 2023). Yet, the exponential growth of 

the digital economy also exposes China to significant cybersecurity risks ranging from 

sophisticated cyberattacks to system vulnerabilities that could undermine trust and economic 

stability. To mitigate these threats, China has adopted preferential policies, targeted funding, and 

regulatory reforms aimed not only at upgrading industry and securing infrastructures but also at 

fostering a culture of cybersecurity across government, industry, and civil society. 

Cybersecurity is crucial for protecting digital assets and ensuring the reliability and integrity of 

digital systems, with far-reaching implications for economic trust and social sustainability 

(Kaspersky, 2019; Kala, 2023). The growing integration of digital behaviors and technologies, 

which supports sustainable digitalization, requires coordinated efforts to manage evolving cyber 

risks effectively (Mondejar et al., 2021). Moreover, the advent of 5G technology has heightened 

cybersecurity challenges and intensified digital competition globally, notably between China and 

the US (Wheeler and Simpson, 2019). 
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This study examines multiple dimensions of China’s rapidly growing digital economy, 

highlighting its transformative impact on Chinese society and industry. It confirms that China’s 

development, supported by state initiatives such as the “Digital China” strategy, preferential 

policies, and regulatory frameworks, has underpinned the sustainable growth and governance of 

the digital economy. By analyzing China’s digital model and its response to cybersecurity and 

governance challenges, this paper provides valuable insights into how China seeks to outpace 

global digital competitors and secure economic influence in an increasingly contested digital 

landscape. The study contributes to broader discussions on international cybersecurity challenges, 

policy responses, and strategic digital competition, and holds particular importance given the 

limited existing scholarship on China’s digital economic governance. 

 

Cybersecurity and the Digital Economy 

The digital economy thrives on secure digital infrastructures, making cybersecurity a foundational 

pillar of its growth and sustainability. Defined broadly as the economic activities enabled by digital 

technologies and data-driven networks, the digital economy encompasses online trade, financial 

services, cloud platforms, and information and communication technologies (ICTs). As these 

activities expand, they generate vast quantities of valuable data, including financial records, 

intellectual property, and personal information. Protecting these assets from cyberattacks such as 

hacking, phishing, and malware has become indispensable, as breaches not only threaten 

individuals and firms but also destabilize entire markets (Vermesan & Friess, 2022). 

Cybersecurity is equally vital for ensuring the integrity and reliability of digital networks. 

Disruptions caused by cyberattacks can halt business operations, undermine governmental 

functions, and erode public trust in digital services. In this sense, cybersecurity is not only a 

technical safeguard but also a prerequisite for building confidence in digital platforms. Without 

effective protection, individuals and organizations may resist adopting online services such as e-

commerce, remote work, and digital finance, thereby constraining the growth potential of the 

digital economy (Kala, 2023). Thus, robust cybersecurity governance underpins both the economic 

and social dimensions of digital transformation, ensuring resilience and inclusivity in an 

increasingly data-driven world (Kaspersky, 2019; Mondejar et al., 2021). 

Given this centrality of cybersecurity, effective governance—both national and global—becomes 

crucial for managing risks that transcend borders. The next section therefore examines the concept 

of global governance and its relevance in shaping the rules, norms, and institutions of the digital 

age. 

 

2. Global Governance 

 

2.1 Definition of  Global Governance: 

 Global governance can be defined as the system of institutions, rules, norms, and procedures that 

enable international cooperation on issues that cross national borders. These issues include 

economic development, trade, human rights, peace and security, and environmental protection. 

Global governance broadly entails making, monitoring, and enforcing rules. Within global 

governance, a variety of types of actors not just states exercise power. The concept of global 

governance began in the mid-19th century. It became particularly prominent in the aftermath of 

World War I, and more so after the end of World War II. Since World War II, the number of 

international organizations has increased substantially. The number of actors (whether they be 

states, non-governmental organizations, firms, and epistemic communities) who are involved in 

governance relationships has also increased substantially. 

In the digital age, global governance is crucial for managing the complex, multi-layered 

interactions within cyberspace, which spans technological infrastructure, data standards, 
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regulatory oversight, and social-economic usage. As the Internet evolved from a communication 

tool into a platform for economic exchange, political discourse, and even military strategy, the 

importance of coordinated governance mechanisms has become indispensable (Wheeler & 

Simpson, 2019). 

 

2.2 Components of Global Governance: 

Global governance operates through an intersection of various components that collectively shape 

its functioning in cyberspace and beyond: 

 

Technological Infrastructure: This foundational layer includes the hardware and software 

systems, communication networks, and data centers that sustain the global digital environment. 

Organizations like the Internet Corporation for Assigned Names and Numbers (ICANN) play a 

pivotal role here by managing technical standards, allocation of internet domains, and 

interoperability protocols (Chang & Grabosky, 2017). 

Regulatory and Policy Frameworks: These establish the legal, ethical, and procedural norms 

governing digital activities across jurisdictions. Different governance models coexist, notably the 

multi-stakeholder approach favored by the United States, which emphasizes inclusivity of 

governments, industry, and civil society, and the state-led model adopted by China, which 

prioritizes centralized political control and sovereignty over information spaces (Asie & Visions, 

2022). Hybrid systems, such as those in Singapore and Japan, blend state leadership with 

international cooperation and consultation, balancing national interests with global standards. 

Social and Economic Usage: This component reflects how societies, economies, and cultures 

engage with digital spaces. It includes the behaviors of billions of internet users worldwide, digital 

commerce mechanisms, and the socio-political implications of digital content and interactions. 

The diverse and expanding global user base necessitates flexible and adaptive governance 

approaches to address issues from digital inclusion to cybersecurity (Kemp, 2024). 

2.3 Future Trends of Global Governance: 

Emerging trends will shape the future landscape of global governance, particularly related to 

cyberspace: 

The Diversity of Internet Users is expanding rapidly, especially in developing countries. This 

growth increases the complexity of governance, requiring adaptable and inclusive policies that can 

respond to varied cultural, political, and economic contexts (Kemp, 2024). 

Escalating Cybersecurity Threats or ‘cyber-anomie’ including cyber fraud, data breaches, and 

attacks pose growing risks that impact governments, businesses, and individuals. The financial toll 

from cybercrime is projected to rise sharply, underscoring the urgent need for cooperative 

international security measures and resilient governance structures (Fox, 2023; World Economic 

Forum, 2024). 

Technological Innovations such as artificial intelligence, blockchain, quantum computing, and 

next-generation network architectures will increasingly influence governance approaches. 

Countries investing in research, talent development, and innovation ecosystems i.e., the United 

States, Singapore, and Japan offer important lessons on integrating technological progress with 

governance (Ma, 2024; Asie & Visions, 2022). 

The vision of A Shared Future in Cyberspace calls for enhanced multinational cooperation, 

trust-building initiatives, and the establishment of international consensus on regulatory norms. 

Effective governance will depend on strong institutions that involve enterprises, civil society, and 

governments alike, balancing industry responsibility with protection of rights and adaptive policy-

making (Asie & Visions, 2022). 

In all, successful global governance of cyberspace requires agile and multifaceted frameworks that 

can anticipate and respond to rapid technological developments, geopolitical shifts, and the 

evolving needs of diverse digital populations. 
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3. China’s Digital Economy: 

 

3.1 Historical Development of China’s Digital Economy: 

China's rapid digital transformation reflects the expansion of its vast digital community and an 

enduring appetite for technological innovation. By mid-2023, there were approximately 1.08 

billion internet users in China, almost double the number recorded in 2012. Over the same period, 

internet penetration soared from 42.1% to 76.4%, signaling widening digital inclusion across the 

country. This surge in connectivity supported the growth of internet enterprises from just over 50 

at the close of 2012 to over 150 by mid-2023, illustrating an increasing quality and quantity of 

digital services (Xinhua, 2023). 

This growth has had wide cultural effects, as digital technologies have permeated Chinese society. 

Imbach (2024) describes the evolution of Chinese digital communities under the concept of the 

Sino-cybersphere; an online environment reflecting China’s cultural heritage through digital 

interaction, live-streaming, AI integration, e-commerce, technological exhibitions, and digital 

currencies. Moreover, China’s digital influence extends internationally through knowledge 

transfer and training activities in Africa, Asia, and Latin America, contributing to global economic 

inclusivity (Besada, 2024). 

 
 

3.2 Current Trends, Goals, Initiatives, and Status: 

The backbone of China's digital expansion lies in its world-leading digital infrastructure. China 

boasts the largest digital infrastructure globally, with a qualitative and quantitative edge in 5G 

technology that fuels connectivity and economic development (Chu, 2023). Compared to the US, 

which leads in internet penetration, China excels in mobile-first, fiber-concentrated, and wide-

reaching digital networks. The rapid commercialization of competent local digital service 

providers underpins China’s dominance in e-commerce and digital payments, driven by a vast 

population of dynamic digital consumers (Jiang & Murmann, 2022). 

China’s infrastructure achievements are remarkable: the percentage of optical fiber broadband 

connections surged from 11.6% in 2012 to 92.9% in 2019, placing China first globally. Over 98% 

of rural villages had optical fiber and 4G mobile connectivity by 2020. Internet access costs remain 

significantly lower in China, fostering broad accessibility (Xinhua, 2022). By April 2024, China 
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had established 3.748 million 5G base stations (approximately 26 stations per 10,000 people) and 

over 30,000 private 5G networks for industries. The commercialization of 5G over the past five 

years generated approximately 5.6 trillion yuan ($772 billion) in direct economic output and 

indirectly contributed about 14 trillion yuan in output, driving high-quality social and economic 

development (Liu Yukun, 2024). 

 

 

Technological innovation is central to China’s development strategy. The continuous enhancement 

of digital infrastructure supports the modernization and upgrading of industries. The 14th Five-

Year Plan positions technological modernization and innovation at the core of China's economic 

digitalization. Homegrown innovations have produced world-class platforms, providing new 

channels for international cooperation and investment (CBBC, 2022). Digital tools powered by 

artificial intelligence have accelerated structural transformation in traditional and modern sectors 

alike. To address information gaps, traditional industries increasingly adopt cost-effective digital 

technologies and embrace a freer market economy to boost productivity (Daud & Ahmad, 2023). 
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Small and medium enterprises (SMEs), contributing nearly 70% of China’s GDP, are pivotal in 

this technological shift. Integrated cloud computing enables SMEs to invest in R&D without heavy 

infrastructure costs. Digital marketing tools promote swift innovation, enabling SMEs to compete 

with tailored goods and services. Cloud platforms also host vast data repositories that facilitate 

global partnerships, predictive analytics, and technological advances, highlighting SMEs’ 

contribution to China’s transition to a digitally advanced, innovation-driven economy (Yiping, 

2024). 

 
China’s ambitious ‘Digital China’ strategy, championed by President Xi, aims for major 

milestones by 2025, including deeper integration of digital infrastructure, sustained digital 

economy growth, and breakthroughs in technological innovation. The plan specifically targets 

multi-sector applications, including agriculture, communications, manufacturing, healthcare, and 

power sectors, with a vision for a connected digital society and robust cybersecurity culture by 

2035 (Xinhua, 2023). 

After a decade of focusing on the ‘Internet Plus’ initiative, which leveraged mobile internet and 

4G to expand consumer access, China shifted towards the ‘Data X’ paradigm. This new focus 

prioritizes extracting multiplied value from data using advanced computing, AI, and enterprise-led 

innovation supported by 5G and cloud networks. To govern this transformation, the National Data 

Administration (NDA) was established in late 2023 to oversee digital economic development and 

market regulation. Its “Data Element X” plan aims to multiply digital industry impacts, with the 

ultimate goal of building a fully-fledged Digital China (Ma, 2024). 

 

 

 

 

 

 

 

 

 

 

 Digital China- Data Element Plan for Industries 

  

 

Internet + (Plus) 

• Mobile internet 

• 4G Cellular network 

• Consumer Led 

 

Data X (Multiply) 

• Digital Technology 

• 5-G-empowered Cloud  

• Enterprise Led 
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3.3 Future Prospects and Challenges: 

China’s cybersecurity framework has evolved significantly since 2014, with strategic 

commitments to becoming a ‘cyber power.’ Under the leadership’s vision, extensive policies such 

as the Cybersecurity Law and the 2017 National Cybersecurity Strategy emphasize regime stability 

and prevention of subversive influences (Iasiello, 2017). A three-year innovation-driven plan aims 

to enhance standards in emerging technologies including AI, blockchain, quantum computing, and 

the metaverse, thereby strengthening China’s technological leadership and international impact. 

However, challenges persist. Rapid technological advancements and growing online activity strain 

China's legal system, especially concerning cybersecurity, content regulation, and international 

jurisdiction issues. Revelations about foreign surveillance and technological superiority have 

exacerbated concerns about system vulnerabilities. Bureaucratic overlaps within institutions like 

the Central Leading Group for Cybersecurity and Informatization and the Cyberspace 

Administration of China (CAC) have complicated effective governance. Furthermore, balancing 

regulation of online speech, cybercrime prevention, national security, economic growth, and 

foreign relations remain critical governance challenges. 

A dominant principle in China’s approach is ‘cyber sovereignty,’ which asserts China’s 

independent governance over its information space. Nevertheless, China faces difficulties from the 

rapidly evolving cyberspace environment, the expanding and diversifying internet population, and 

increasing rates of cyber anomie, including fraud and attacks. 

Looking ahead, China’s digital economy shows strong prospects but must manage these evolving 

cybersecurity, governance, and geopolitical challenges carefully, sustaining technological 

innovation, digital inclusivity, and secure infrastructures to maintain growth and competitiveness. 

 

Conclusion: 

The digital economy of China has made exceptional progress over the past decades due to its 

ability to absorb advanced digital technologies and innovations. The phenomenal trajectory in the 

global competitive environment reflects robust digital architecture that allows the real economy to 

blend well with digital networks. Chinese model supplements both digital industrialization and 

industrial digitalization to thrive the economic growth. China has successfully overcome cyber 

security and governance challenges with domestic smart policies and multilateral engagements to 

safeguard against its adverse effects. While the USA leads the world in the digital economy due to 

its internet penetration however recent records predict that the narrowing gap between the two 

global competitors will diminish soon and China will surpass the leader in the next decade.   

 

Future Research Directions: 

Since digital technologies are upgraded and modernized at an unprecedented pace, therefore every 

coming day witnesses a new technological breakthrough in the international market. Therefore, 

room for improvement persists for future research on the subject. 

• Firstly, in terms of emerging digital technologies and their relevance to digital economy 

policies. Here avenues to be explored need to include the following:   

Identify New Technologies: Acknowledge the new generation of digital 

technologies like artificial intelligence, distributed ledger technology/Blockchain, 

quantum computing, etc. five five-generation mobile communication technologies. 

Evaluate Relevance: Examine how these technologies affect and interact with the 

current policies towards the digital economy environment. This entails examining 

the concept of how newer technologies can contribute towards the improvement of 

economic performance, output, and linkages. 

Policy Adaptation: The guidelines for fostering the digital economy should be 

dynamic and should contain provisions for these advancements in technology. This 

may involve working in writing/updating regulations, developing of nurturing 
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environment for innovations, and risk mitigation factors around emerging 

technologies. 

• Secondly, being a modern economic project there is a need to develop a theoretical 

perspective to mature the international digital economic practices in parallel to real 

economic measures and engagements.  

Theoretical Development: The goals that need to be set to develop a clear theoretical 

model that will describe the processes occurring in the sphere of the digital 

economy. This also entails knowledge of how innovative digital transactions, 

innovative digital assets, and innovative digital markets operate and relate to real-

world economic activities. 

Maturation of Practices: Improving the digital economic activities across the global 

frontier to make sure that they grow in concert with the conventional measures. This 

means interconnecting digital economic activity to international trade, financial 

systems, and investment structures. 

Parallel Engagements: Guaranteeing that the specifics of the digital economy’s 

work do not negate real economic activity but rather support it. This involves 

digitalization where digital solutions are synchronized with physical ones, thus 

connecting the digital triple with the real economy; balancing between digital and 

traditional economy; and enhancing international cooperation in the development 

of the digital economy. Based on these points, the findings of this study can assist 

future research to develop the most efficient and progressive characteristic of digital 

economy policies and utilization that would help establishment and growth in the 

global digital economy world. 
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